Abstract. The boundary between development time and run time of eternal software intensive applications is fading. In particular, these systems are characterized by the necessity to evolve requirements continuously, even after the deployment. In this paper we focus on the evolution of security requirements and introduce an integrated process to drive runtime reconfiguration from requirements changes. This process relies on two key proposals: systematic strategies to evolve architecture models according to security requirements evolution and the combination of reflective middleware and models@runtime for runtime reconfiguration.
Introduction
The requirements of a system are subject to continuous change. For instance, changes occur when the stakeholders of the system request new functionality, when new technologies appear or when the system has to adapt to new categories of users. Also, the reuse of the system in a different environment or context can lead to changes in the requirements. These changes are even more prominent in open, eternally running systems that have to continuously adapt to new environments.
A change in the requirements ultimately leads to changes in the running system. Sometimes, small changes in the implementation of the system suffice to cover the updated requirements. Often, however, a change in the requirements has a deep impact on the structure of the system. Additionally, the boundary between development time and runtime is fading [3] in the context of eternal software intensive systems. In front of all these constraints, we are interested in two major challenges: (i) systematically reflect requirements changes in the system's architecture and (ii) automatically reconfigure the system according to architectural changes, without stopping it.
In this paper we focus on security requirements that will represent a major challenge for open eternal systems that integrate complex interaction between users, mobile devices and sensitive data and services. We sketch an integrated solution to deal with dynamic system reconfiguration driven by requirements changes. The proposed solution relies on two key elements: (1) the introduction of change patterns to reflect security requirements changes in component-based models and (2) models@runtime to dynamically reconfigure the running system according to changes in the architecture. Figure 1 graphically displays this global process.
The top part of Figure 1 illustrates a change in the requirements that triggers an update in the architecture model. Evolving an architecture in order to satisfy new requirements is an extremely difficult problem. In this work we want to rely on the notion of change patterns as principled strategies to update the architecture according to recurring change scenarios in security requirements.
The bottom part of Figure 1 illustrates a system reconfiguration that is driven by the architecture update. This reconfiguration is based on a (Diff) operation that computes the difference between two architectures. As a result of this operation, it is possible to know how a system that conforms to the initial architecture must be changed in order to satisfy the target architecture. On this basis it is possible to generate a sequence of middleware commands to performs the reconfiguration.
In the rest of this paper we present more details that support the feasibility of such an integrated process. Section 2 introduces the notion of change patterns and Section 3 presents a possible mechanism for reconfiguration based models@runtime. Section 4 summarizes some related work and Section 5 discusses challenges for future work that will aim at realizing this integrated security reconfiguration process.
